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Status of this Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet comunity, and requests di scussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this neno is unlimted.

Abstract

The Donmain Name System was originally designed to support queries of
a statically configured database. Wile the data was expected to

change, the frequency of those changes was expected to be fairly |ow,
and all updates were nade as external edits to a zone's Master File.

Using this specification of the UPDATE opcode, it is possible to add
or delete RRs or RRsets froma specified zone. Prerequisites are
specified separately from update operations, and can specify a
dependency upon either the previous existence or nonexi stence of an
RRset, or the existence of a single RR

UPDATE is atomic, i.e., all prerequisites nmust be satisfied or else
no update operations will take place. There are no data dependent
error conditions defined after the prerequisites have been net.

1 - Definitions

Thi s docunent intentionally gives nore definition to the roles of
"Master," "Slave," and "Primary Master" servers, and their
enunmeration in NS RRs, and the SOA MNAME field. |In that sense, the
follow ng server type definitions can be considered an addendumto
[ RFC1035], and are intended to be consistent with [ RFC1996]:

Sl ave an authoritative server that uses AXFR or I XFR to
retrieve the zone and is nanmed in the zone's NS
RRset .
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Mast er an authoritative server configured to be the
source of AXFR or | XFR data for one or nore sl ave

servers.

Primary Master nmster server at the root of the AXFR/ | XFR
dependency graph. The primary master is named in
the zone's SOA MNAME field and optionally by an NS

RR.  There is by definition only one prinmary naster

server per zone.

A donmain nane identifies a node within the domain nane space tree
structure. Each node has a set (possibly enpty) of Resource Records
(RRs). Al RRs having the sane NAME, CLASS and TYPE are called a
Resource Record Set (RRset).

The pseudocode used in this docunment is for exanple purposes only.
If it is found to disagree with the text, the text shall be
considered authoritative. |If the text is found to be anbi guous, the
pseudocode can be used to help resolve the anbiguity.
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1.1 - Conparison Rul es

1.1.1. Two RRs are considered equal if their NAME, CLASS, TYPE,
RDLENGTH and RDATA fields are equal. Note that the time-to-live
(TTL) field is explicitly excluded fromthe conparison.

1.1.2. The rules for conparison of character strings in nanes are
specified in [ RFCL035 2. 3. 3].

1.1.3. Wldcarding is disabled. That is, a wildcard ("*") in an
update only matches a wildcard ("*") in the zone, and vice versa.

1.1.4. Aliasing is disabled: A CNAME in the zone matches a CNAME in
the update, and will not otherw se be followed. All UPDATE
operations are done on the basis of canonical nanes.

1.1.5. The following RR types cannot be appended to an RRset. |If the
following conparison rules are net, then an attenpt to add the new RR
will result in the replacenent of the previous RR

SCA conpare only NAME, CLASS and TYPE -- it is not possible to
have nore than one SOA per zone, even if any of the data
fields differ.

VKS conpare only NAME, CLASS, TYPE, ADDRESS, and PROTOCOL
-- only one WKS RR is possible for this tuple, even if the
servi ces masks differ.
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CNAME conpare only NAME, CLASS, and TYPE -- it is not possible
to have nore than one CNAME RR, even if their data fields
differ.

1.2 - due RRs

For the purpose of determ ning whether a domain name used in the
UPDATE protocol is contained within a specified zone, a domai n nane
is "in" azone if it is owned by that zone's domain nane. See
section 7.18 for details.

1.3 - New Assigned Nunbers

CLASS = NONE (254)

RCODE = YXDOMAI N ( 6)
RCODE = YXRRSET (7)
ROODE = NXRRSET (8)
RCODE = NOTAUTH (9)
RCODE = NOTZONE ( 10)

Opcode = UPDATE (5)
2 - Update Message Format
The DNS Message Format is defined by [ RFCL035 4.1]. Sone extensions
are necessary (for exanple, nore error codes are possible under
UPDATE t han under QUERY) and sone fields nust be overl oaded (see
description of CLASS fields below).

The overall format of an UPDATE nessage is, following [ibid]:

e e oo oo +

| Header |

o e e e ee - +

| Zone | specifies the zone to be updated

e e oo oo +

| Prerequisite | RRs or RRsets which nmust (not) preexist
e e oo oo +

| Updat e | RRs or RRsets to be added or del eted
o e e e ee - +

| Additional Data | additional data

e e oo oo +
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The Header Section specifies that this nessage is an UPDATE, and
descri bes the size of the other sections. The Zone Section nanes the
zone that is to be updated by this nmessage. The Prerequisite Section
specifies the starting invariants (in terns of zone content) required
for this update. The Update Section contains the edits to be nade
and the Additional Data Section contains data which may be necessary
to conplete, but is not part of, this update

2.1 - Transport |ssues

An update transaction nay be carried in a UDP datagram if the
request fits, or in a TCP connection (at the discretion of the
requestor). Wien TCP is used, the nmessage is in the format described
in [RFC1035 4.2.2].

2.2 - Message Header

The header of the DNS Message Format is defined by [RFC 1035 4.1].
Not all opcodes define the sane set of flag bits, though as a
practical matter nmost of the bits defined for QUERY (in [ibid]) are
identically defined by the other opcodes. UPDATE uses only one flag
bit (QR).

The DNS Message Format specifies record counts for its four sections

(Question, Answer, Authority, and Additional). UPDATE uses the sane

fields, and the sane section formats, but the nam ng and use of these
sections differs as shown in the follow ng nodified header, after

[ RFC1035 4.1.1]:

11 1 1 1 1
01 2 3 45 6 7 8 90 1 2 3 45
B i S S S e

1D

I+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--|+
| QR Opcode | z | RCODE
BT T T ST S
| ZOCOUNT [
L e R C e i T I e S S e e s
| PRCOUNT

BT T T ST S
| UPCOUNT |
L e R C e i T I e S S e e s
| ADCOUNT |

T S i T DUpu SEpEp A
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These fields are used as foll ows:

1D A 16-bit identifier assigned by the entity that generates any
ki nd of request. This identifier is copied in the
corresponding reply and can be used by the requestor to match
replies to outstanding requests, or by the server to detect
duplicated requests from sone requestor.

xR A one bit field that specifies whether this nessage is a
request (0), or a response (1).

Opcode A four bit field that specifies the kind of request in this

http://www.ietf.org/rfc/rfc2136.txt?number=2136 04/06/2004
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message. This value is set by the originator of a request
and copied into the response. The Opcode val ue that
identifies an UPDATE nessage is five (5).

z Reserved for future use. Should be zero (0) in all requests
and responses. A non-zero Z field should be ignored by
i npl ementations of this specification.

RCODE  Response code - this four bit field is undefined in requests
and set in responses. The values and neanings of this field
wi thin responses are as foll ows:

Mheurmoni ¢ Value  Description
NOERROR 0 No error condition.

1 The nane server was unable to interpret
the request due to a format error.
SERVFAI L 2 The name server encountered an internal

failure while processing this request,
for exanple an operating systemerror
or a forwarding timeout.

NXDOVAI N 3 Sone nane that ought to exist,
does not exist.
NOTI MP 4 The nane server does not support
the specified Opcode.
REFUSED 5 The nane server refuses to performthe

speci fied operation for policy or
security reasons.

YXDOVAI N 6 Sone nane that ought not to exist,
does exi st.

YXRRSET 7 Sonme RRset that ought not to exist,
does exist.

NXRRSET 8 Sone RRset that ought to exist,

does not exist.

Vixie, et. al. St andards Track [ Page 5]
RFC 2136 DNS Updat e April 1997
NOTAUTH 9 The server is not authoritative for
the zone naned in the Zone Section.
NOTZONE 10 A nane used in the Prerequisite or

Update Section is not within the
zone denoted by the Zone Section.

ZOCOUNT The number of RRs in the Zone Section.

PRCOUNT The nunber of RRs in the Prerequisite Section.
UPCOUNT The number of RRs in the Update Section.

ADCOUNT The nunber of RRs in the Additional Data Section.
2.3 - Zone Section

The Zone Section has the sane format as that specified in [ RFCL035
4.1.2], with the fields redefined as foll ows:

11 1 1 1 1
01 2 3 45 6 7 8 90 1 2 3 45
B i S S S e

/ ZNAMVE /
/ /
T i
| ZTYPE |
T i S S SR S
| ZCLASS |

T S

UPDATE uses this section to denote the zone of the records being
updated. All records to be updated nust be in the sanme zone, and
therefore the Zone Section is allowed to contain exactly one record.
The ZNAME is the zone nane, the ZTYPE nust be SOA, and the ZCLASS is
the zone's cl ass.

http://www.ietf.org/rfc/rfc2136.txt?number=2136 04/06/2004
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2.4 - Prerequisite Section

This section contains a set of RRset prerequisites which nust be
satisfied at the tine the UPDATE packet is received by the primary
master server. The format of this section is as specified by
[RFC1035 4.1.3]. There are five possible sets of semantics that can
be expressed here, summarized as follows and then expl ai ned bel ow.

(1) RRset exists (value independent). At |least one RRwith a
specified NAME and TYPE (in the zone and cl ass specified by
the Zone Section) nust exist.
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(2) RRset exists (value dependent). A set of RRs with a
speci fied NAME and TYPE exi sts and has the sane nmenbers
with the same RDATAs as the RRset specified here in this
Secti on.

(3) RRset does not exist. No RRs with a specified NAME and TYPE
(in the zone and class denoted by the Zone Section) can exist.

(4) Name is in use. At least one RRw th a specified NAMVE (in
the zone and cl ass specified by the Zone Section) nust exist.
Note that this prerequisite is NOT satisfied by enpty
nonterm nal s.

(5) Nane is not in use. No RR of any type is owned by a
specified NAME. Note that this prerequisite IS satisfied by
enpty nonterm nal s.

The syntax of these is as follows:
2.4.1 - RRset Exists (Value |Independent)

At least one RRwith a specified NAME and TYPE (in the zone and cl ass
specified in the Zone Section) nust exist.

For this prerequisite, a requestor adds to the section a single RR
whose NAME and TYPE are equal to that of the zone RRset whose

exi stence is required. RDLENGTH is zero and RDATA is therefore
enpty. CLASS nust be specified as ANY to differentiate this
condition fromthat of an actual RR whose RDLENGTH is naturally zero
(0) (e.g., NULL). TTL is specified as zero (0).

2.4.2 - RRset Exists (Value Dependent)

A set of RRs with a specified NAME and TYPE exists and has the sane
menbers with the sanme RDATAs as the RRset specified here in this
section. Wiile RRset ordering is undefined and therefore not
significant to this conmparison, the sets be identical in their
extent.

For this prerequisite, a requestor adds to the section an entire
RRset whose preexistence is required. NAME and TYPE are that of the
RRset being denoted. CLASS is that of the zone. TTL nust be
specified as zero (0) and is ignored when conparing RRsets for

identity.
Vixie, et. al. St andards Track [ Page 7]
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2.4.3 - RRset Does Not Exi st

No RRs with a specified NAME and TYPE (in the zone and cl ass denoted
by the Zone Section) can exist.
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For this prerequisite, a requestor adds to the section a single RR
whose NAME and TYPE are equal to that of the RRset whose nonexi stence
is required. The RDLENGTH of this record is zero (0), and RDATA
field is therefore empty. CLASS nust be specified as NONE in order
to distinguish this condition froma valid RR whose RDLENGTH i s
naturally zero (0) (for exanple, the NULL RR). TTL nust be specified
as zero (0).

2.4.4 - Nanme Is In Use

Narme is in use. At least one RRwith a specified NAME (in the zone
and cl ass specified by the Zone Section) nust exist. Note that this
prerequisite is NOT satisfied by enpty nonterm nals.

For this prerequisite, a requestor adds to the section a single RR
whose NAME is equal to that of the name whose ownership of an RRis
required. RDLENGTH is zero and RDATA is therefore enpty. CLASS nust
be specified as ANY to differentiate this condition fromthat of an
actual RR whose RDLENGTH is naturally zero (0) (e.g., NULL). TYPE
nmust be specified as ANY to differentiate this case fromthat of an
RRset existence test. TTL is specified as zero (0).

2.4.5 - Nane |Is Not In Use

Nanme is not in use. No RR of any type is owned by a specified NAMVE.
Note that this prerequisite |S satisfied by enpty nonterm nal s.

For this prerequisite, a requestor adds to the section a single RR
whose NAME is equal to that of the nane whose nonownership of any RRs
is required. RDLENGTH is zero and RDATA is therefore enpty. CLASS
must be specified as NONE. TYPE nust be specified as ANY. TTL nust
be specified as zero (0).

2.5 - Update Section

This section contains RRs to be added to or deleted fromthe zone.
The format of this section is as specified by [ RFC1035 4.1.3]. There
are four possible sets of semantics, summarized bel ow and with
details to follow.
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(1) Add RRs to an RRset.

(2) Delete an RRset.

(3) Delete all RRsets froma nane.
(4) Delete an RR from an RRset.

The syntax of these is as follows:
2.5.1 - Add To An RRset

RRs are added to the Update Secti on whose NAME, TYPE, TTL, RDLENGTH
and RDATA are those being added, and CLASS is the sane as the zone
class. Any duplicate RRs will be silently ignored by the prinary
naster.

2.5.2 - Delete An RRset

One RR is added to the Update Section whose NAME and TYPE are those
of the RRset to be deleted. TTL nust be specified as zero (0) and is
ot herwi se not used by the primary master. CLASS nust be specified as
ANY. RDLENGTH nmust be zero (0) and RDATA nust therefore be enpty.

If no such RRset exists, then this Update RRwill be silently ignored
by the primary naster.

2.5.3 - Delete All RRsets From A Nane
One RR is added to the Update Section whose NAME is that of the nane

to be cleansed of RRsets. TYPE nust be specified as ANY. TTL nust
be specified as zero (0) and is otherwi se not used by the primary

http://www.ietf.org/rfc/rfc2136.txt?number=2136 04/06/2004
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master. CLASS nust be specified as ANY. RDLENGTH nust be zero (0)
and RDATA nust therefore be enmpty. If no such RRsets exist, then
this Update RRwill be silently ignored by the primary naster.

2.5.4 - Delete An RR From An RRset

RRs to be deleted are added to the Update Section. The NAME, TYPE,
RDLENGTH and RDATA nust natch the RR being deleted. TTL nust be
specified as zero (0) and will otherw se be ignored by the primry
master. CLASS nust be specified as NONE to distinguish this froman
RR addition. |f no such RRs exist, then this Update RR will be
silently ignored by the primary naster.
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2.6 - Additional Data Section

This section contains RRs which are related to the update itself, or
to new RRs being added by the update. For exanple, out of zone glue
(A RRs referred to by new NS RRs) should be presented here. The
server can use or ignore out of zone glue, at the discretion of the
server inplementor. The format of this section is as specified by

[ RFC1035 4.1.3].

3 - Server Behavi or

A server, upon receiving an UPDATE request, will signal NOTIMP to the
requestor if the UPDATE opcode is not recognized or if it is

recogni zed but has not been inplemented. O herw se, processing
continues as follows.

3.1 - Process Zone Section

3.1.1. The Zone Section is checked to see that there is exactly one
RR therein and that the RR's ZTYPE is SOA, else signal FORMERR to the
requestor. Next, the ZNAME and ZCLASS are checked to see if the zone
so naned is one of this server's authority zones, else signal NOTAUTH
to the requestor. |If the server is a zone slave, the request will be
forwarded toward the primary naster.

3.1.2 - Pseudocode For Zone Section Processing

if (zcount !'=1 || ztype != SQA)
return ( FORMVERR)

if (zone_type(znane, zclass) == SLAVE)
return forward()

if (zone_type(znane, zclass) == MASTER)

return update()
return ( NOTAUTH)

Sections 3.2 through 3.8 describe the primary master's behavi our,
whereas Section 6 describes a forwarder's behaviour.

3.2 - Process Prerequisite Section

Next, the Prerequisite Section is checked to see that all
prerequisites are satisfied by the current state of the zone. Using
the definitions expressed in Section 1.2, if any RR' s NAME is not

wi thin the zone specified in the Zone Section, signal NOTZONE to the
requestor.
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3.2.1. For RRs in this section whose CLASS is ANY, test to see that
TTL and RDLENGTH are both zero (0), else signal FORMERR to the

requestor. If TYPE is ANY, test to see that there is at |east one RR
in the zone whose NAME is the sane as that of the Prerequisite RR
el se signal NXDOVAIN to the requestor. |f TYPE is not ANY, test to

see that there is at | east one RRin the zone whose NAME and TYPE are
the sane as that of the Prerequisite RR else signal NXRRSET to the
request or.

3.2.2. For RRs in this section whose CLASS is NONE, test to see that
the TTL and RDLENGTH are both zero (0), else signal FORMERR to the

requestor. |If the TYPE is ANY, test to see that there are no RRs in
the zone whose NAME is the same as that of the Prerequisite RR else
signal YXDOVAIN to the requestor. |If the TYPE is not ANY, test to

see that there are no RRs in the zone whose NAME and TYPE are the
sanme as that of the Prerequisite RR else signal YXRRSET to the
requestor.

3.2.3. For RRs in this section whose CLASS is the same as the ZCLASS,
test to see that the TTL is zero (0), else signal FORMERR to the
requestor. Then, build an RRset for each uni que <NAME, TYPE> and
conpare each resulting RRset for set equality (same menbers, no nore,

no less) with RRsets in the zone. |If any Prerequisite RRset is not
entirely and exactly matched by a zone RRset, signal NXRRSET to the
requestor. If any RRin this section has a CLASS ot her than ZCLASS

or NONE or ANY, signal FORMERR to the requestor.

3.2.4 - Table O Metaval ues Used In Prerequisite Section

CLASS TYPE RDATA Meani ng

ANY ANY enpty Name is in use

ANY rrset enpty RRset exists (val ue independent)

NONE ANY enpty Name is not in use

NONE rrset enpty RRset does not exi st

zone rrset rr RRset exists (val ue dependent)
Vixie, et. al. St andards Track [ Page 11]
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3.2.5 - Pseudocode for Prerequisite Section Processing

for rr in prerequisites
if (rr.ttl 1= 0)
return ( FORMVERR)
if (zone_of (rr.nane) != ZNAME)
return (NOTZONE);
if (rr.class == ANY)
if (rr.rdlength != 0)
return (FORMVERR)
if (rr.type == ANY)
if (!zone_nane<rr.nane>)
return ( NXDOVAI N)
el se
if (!zone_rrset<rr.nane, rr.type>)
return ( NXRRSET)
if (rr.class == NONE)
if (rr.rdlength = 0)
return (FORMERR)
if (rr.type == ANY)

http://www.ietf.org/rfc/rfc2136.txt?number=2136 04/06/2004
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if (zone_nane<rr. name>)
return ( YXDOVAI N)
el se
if (zone_rrset<rr.nane, rr.type>)
return ( YXRRSET)
if (rr.class == zcl ass)
tenp<rr.nane, rr.type> +=rr
el se
return ( FORVERR)

for rrset in tenp
if (zone_rrset<rrset.nane, rrset.type> != rrset)
return ( NXRRSET)

3.3 - Check Requestor's Pernissions

3.3.1. Next, the requestor's pernission to update the RRs nanmed in
the Update Section nay be tested in an inplenentation dependent
fashion or using nechani snms specified in a subsequent Secure DNS
Update protocol. |If the requestor does not have permission to
performthese updates, the server may wite a warning nessage in its
operations log, and nay either signal REFUSED to the requestor, or

i gnore the perm ssion problem and proceed with the update.

Vixie, et. al. St andards Track [ Page 12]

RFC 2136 DNS Updat e April 1997

3.3.2. Wile the exact processing is inplenmentation defined, if these
verification activities are to be performed, this is the point in the
server's processing where such performance shoul d take place, since
if a REFUSED condition is encountered after an update has been
partially applied, it will be necessary to undo the partial update
and restore the zone to its original state before answering the
requestor.

3.3.3 - Pseudocode for Perm ssion Checking

if (security policy exists)
if (this update is not permtted)
if (local option)
| og a message about permi ssion problem
if (local option)
return ( REFUSED)

3.4 - Process Update Section
Next, the Update Section is processed as foll ows.
3.4.1 - Prescan

The Update Section is parsed into RRs and each RR s CLASS is checked
to see if it is ANY, NONE, or the sane as the Zone C ass, else signal
a FORMERR to the requestor. Using the definitions in Section 1.2,
each RR's NAME nust be in the zone specified by the Zone Secti on,

el se signal NOTZONE to the requestor.

3.4.1.2. For RRs whose CLASS is not ANY, check the TYPE and if it is
ANY, AXFR, MAILA, MAILB, or any other QUERY netatype, or any
unrecogni zed type, then signal FORMERR to the requestor. For RRs
whose CLASS is ANY or NONE, check the TTL to see that it is zero (0),
el se signal a FORMERR to the requestor. For any RR whose CLASS is
ANY, check the RDLENGIH to nake sure that it is zero (0) (that is,
the RDATA field is enpty), and that the TYPE is not AXFR, MAILA,

MAI LB, or any other QUERY netatype besides ANY, or any unrecogni zed
type, else signal FORMERR to the requestor.

http://www.ietf.org/rfc/rfc2136.txt?number=2136 04/06/2004
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3.4.1.3 - Pseudocode For Update Section Prescan

[rr] for rr in updates
if (zone_of (rr.nane) != ZNAME)
return (NOTZONE);
if (rr.class == zcl ass)
if (rr.type & ANY| AXFR| MAI LA| MAI LB)
return (FORMVERR)
elsif (rr.class == ANY)
if (rr.ttl !'=0 ] rr.rdlength =10
|| rr.type & AXFR| MAI LA] MAI LB)
return ( FORMVERR)
elsif (rr.class == NONE)
if (rr.ttl =0 ]| rr.type & ANY| AXFR| MAI LA] MAI LB)
return ( FORVERR)
el se
return ( FORVERR)

3.4.2 - Update

The Update Section is parsed into RRs and these RRs are processed in
order.

3.4.2.1. If any systemfailure (such as an out of menory condition,
or a hardware error in persistent storage) occurs during the
processing of this section, signal SERVFAIL to the requestor and undo
all updates applied to the zone during this transaction.

3.4.2.2. Any Update RR whose CLASS is the same as ZCLASS is added to
the zone. In case of duplicate RDATAs (which for SOA RRs is al ways
the case, and for WKS RRs is the case if the ADDRESS and PROTOCOL
fields both match), the Zone RRis replaced by Update RR If the
TYPE is SOA and there is no Zone SOA RR, or the new SOA. SERIAL is

| ower (according to [RFC1982]) than or equal to the current Zone SCA
RR' s SOA SERI AL, the Update RRis ignored. In the case of a CNAME
Update RR and a non- CNAME Zone RRset or vice versa, ignore the CNAME
Update RR, otherwi se replace the CNAME Zone RR with the CNAME Update
RR.

3.4.2.3. For any Update RR whose CLASS is ANY and whose TYPE is ANY,
all Zone RRs with the sane NAME are del eted, unless the NAME is the
sanme as ZNAME in which case only those RRs whose TYPE is other than
SCA or NS are deleted. For any Update RR whose CLASS is ANY and
whose TYPE is not ANY all Zone RRs with the sane NAME and TYPE are
del eted, unless the NAME is the sane as ZNAME i n which case neither
SQA or NS RRs will be del eted.
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3.4.2.4. For any Update RR whose class is NONE, any Zone RR whose

NAME, TYPE, RDATA and RDLENGTH are equal to the Update RR is del eted,

unl ess the NAME is the same as ZNAME and either the TYPE is SOA or
the TYPE is NS and the matching Zone RRis the only NS remaining in
the RRset, in which case this Update RR is ignored.

3.4.2.5. Signal NOERROR to the requestor.

3.4.2.6 - Table OF Metaval ues Used I n Update Section

CLASS TYPE RDATA Meani ng

http://www.ietf.org/rfc/rfc2136.txt?number=2136 04/06/2004
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ANY ANY enpty Delete all RRsets from a name
ANY rrset enpty Del ete an RRset

NONE rrset rr Del ete an RR from an RRset
zone rrset rr Add to an RRset

3.4.2.7 - Pseudocode For Update Section Processing

[rr] for rr in updates
if (rr.class == zcl ass)
if (rr.type == CNAME)
if (zone_rrset<rr.nane, ~CNAME>)
next [rr]
elsif (zone_rrset<rr.nanme, CNAME>)
next [rr]
if (rr.type == SQA)
if (!zone_rrset<rr.nane, SOA> ||
zone_rr<rr.name, SOA>. serial > rr.soa.serial)
next [rr]
for zrr in zone_rrset<rr.nane, rr.type>
if (rr.type == CNAME || rr.type == SQA ||
(rr.type == WKS && rr.proto == zrr.proto &&

rr.address == zrr.address) ||
rr.rdata == zrr.rdata)

zrr = rr

next [rr]

zone_rrset<rr.nane, rr.type> +=rr
elsif (rr.class == ANY)
if (rr.type == ANY)
if (rr.name == znane)
zone_rrset<rr.nane, ~(SOANS)> = Ni|

el se
zone_rrset<rr.nane, *> = Nil
elsif (rr.name == znanme &&
(rr.type == SOA || rr.type == NS))
next [rr]
el se
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zone_rrset<rr.nane, rr.type> = N |
elsif (rr.class == NONE)

if (rr.type == SOA)
next [rr]

if (rr.type == NS && zone_rrset<rr.nane, NS> == rr)
next [rr]

zone_rr<rr.name, rr.type, rr.data> = N |

return ( NOERROR)

3.5 - Stability

Wien a zone is nodified by an UPDATE operation, the server nust
conmt the change to nonvol atile storage before sending a response to
the requestor or answering any queries or transfers for the nodified
zone. It is reasonable for a server to store only the update records
as long as a systemreboot or power failure will cause these update
records to be incorporated into the zone the next time the server is
started. It is also reasonable for the server to copy the entire
nmodi fi ed zone to nonvolatile storage after each update operation,

t hough this woul d have suboptinal performance for |arge zones.

3.6 - Zone ldentity

If the zone's SOA SERIAL is changed by an update operation, that
change nust be in a positive direction (using nmodulo 2**32 arithnetic
as specified by [RFC1982]). Attenpts to replace an SOA with one
whose SERIAL is less than the current one will be silently ignored by
the primary master server.

If the zone's SOA's SERIAL is not changed as a result of an update
operation, then the server shall increment it automatically before
the SOA or any changed nanme or RR or RRset is included in any
response or transfer. The primary naster server's inplenentor m ght
choose to autoincrenent the SOA SERIAL if any of the follow ng events
occurs:

http://www.ietf.org/rfc/rfc2136.txt?number=2136 04/06/2004



(1) Each update operation.

(2) A nane, RR or RRset in the zone has changed and has subsequently
been visible to a DNS client since the unincrenented SOA was
visible to a DNS client, and the SOA is about to becone visible
to a DNS client.

(3) A configurable period of time has el apsed since the |ast update
operation. This period shall be less than or equal to one third
of the zone refresh tine, and the default shall be the | esser of
that maxi mum and 300 seconds.
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(4) A configurable nunber of updates has been applied since the |ast
SQA change. The default value for this configuration paraneter
shall be one hundred (100).

It is inperative that the zone's contents and the SOA's SERI AL be
tightly synchronized. |If the zone appears to change, the SOA nust
appear to change as well.

3.7 - Atonicity

During the processing of an UPDATE transaction, the server nust
ensure atomicity with respect to other (concurrent) UPDATE or QUERY
transactions. No two transactions can be processed concurrently if
ei ther depends on the final results of the other; in particular, a
QUERY shoul d not be able to retrieve RRsets which have been partially
nodi fi ed by a concurrent UPDATE, and an UPDATE shoul d not be able to
start fromprerequisites that might not still hold at the conpletion
of sone other concurrent UPDATE. Finally, if two UPDATE transactions
woul d nodi fy the same names, RRs or RRsets, then such UPDATE
transactions nust be serialized.

3.8 - Response

At the end of UPDATE processing, a response code will be known. A
response nessage i s generated by copying the | D and Opcode fields
fromthe request, and either copying the ZOCOUNT, PRCOUNT, UPCOUNT,
and ADCOUNT fields and associated sections, or placing zeros (0) in
the these "count” fields and not including any part of the original
update. The QR bit is set to one (1), and the response is sent back
to the requestor. |If the requestor used UDP, then the response w |l
be sent to the requestor's source UDP port. |If the requestor used
TCP, then the response will be sent back on the requestor's open TCP
connecti on.

4 - Requestor Behavi our

4.1. Froma requestor's point of view, any authoritative server for
the zone can appear to be able to process update requests, even
though only the primary master server is actually able to nodify the
zone's naster file. Requestors are expected to know the nane of the
zone they intend to update and to know or be able to determine the
name servers for that zone.
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4.2. |f update ordering is desired, the requestor will need to know
the value of the existing SOA RR. Requestors who update the SCA RR

nmust update the SOA SERIAL field in a positive direction (as defined
by [RFC1982]) and al so preserve the other SOA fields unless the
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requestor's explicit intent is to change them The SOA SERIAL field
nust never be set to zero (0).

4.3. If the requestor has reasonable cause to believe that all of a
zone's servers will be equally reachable, then it should arrange to
try the primary master server (as given by the SOCA MNAME field if

mat ched by some NS NSDNAME) first to avoid unnecessary forwarding
inside the slave servers. (Note that the primary master will in sone
cases not be reachable by all requestors, due to firewalls or network
partitioning.)

4.4. Once the zone's nane servers been found and possibly sorted so
that the ones nore likely to be reachabl e and/or support the UPDATE
opcode are listed first, the requestor conposes an UPDATE nessage of
the following formand sends it to the first name server on its list:

| D: (new)

Opcode: UPDATE

Zone zcount: 1

Zone znane: (zone nane)

Zone zcl ass: (zone cl ass)

Zone ztype: T_SOA

Prerequi site Section: (see previous text)
Updat e Secti on: (see previous text)

Addi tional Data Section: (enpty)

4.5. If the requestor receives a response, and the response has an
RCCODE ot her than SERVFAIL or NOTI MP, then the requestor returns an
appropriate response to its caller.

4.6. |If a response is received whose RCODE is SERVFAIL or NOTIMP, or
if no response is received within an inplenentation dependent tinmeout
period, or if an ICMP error is received indicating that the server's
port is unreachable, then the requestor will delete the unusable
server fromits internal name server list and try the next one,
repeating until the nane server list is enmpty. |If the requestor runs
out of servers to try, an appropriate error will be returned to the
requestor's caller.
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5 - Duplicate Detection, Odering and Mutual Exclusion

5.1. For correct operation, nechanisms may be needed to ensure

i denpot ence, order UPDATE requests and provide nutual exclusion. An
UPDATE nessage or response mght be delivered zero tines, one ting,
or multiple times. Datagramduplication is of particular interest
since it covers the case of the so-called "replay attack" where a
correct request is duplicated maliciously by an intruder.

5.2. Multiple UPDATE requests or responses in transit mght be
delivered in any order, due to network topol ogy changes or | oad

bal ancing, or to nultipath forwardi ng graphs wherein several slave
servers all forward to the primary master. |n sonme cases, it might
be required that the earlier update not be applied after the later
update, where "earlier" and "later" are defined by an external tinme
base visible to some set of requestors, rather than by the order of
request receipt at the primary nmaster.

5.3. A requestor can ensure transaction idenpotence by explicitly

del eting sone "marker RR' (rather than deleting the RRset of which it
is a part) and then adding a new "marker RR' with a different RDATA
field. The Prerequisite Section should specify that the original
"marker RR' must be present in order for this UPDATE nessage to be
accepted by the server.

5.4. |If the request is duplicated by a network error, all duplicate
requests will fail since only the first will find the original
"marker RR' present and having its known previous value. The
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deci si ons of whether to use such a "marker RR' and what RR to use are
left up to the application programrer, though one obvious choice is
the zone's SOA RR as descri bed bel ow.

5.5. Requestors can ensure update ordering by externally
synchroni zing their use of successive values of the "marker RR "
Mut ual excl usion can be addressed as a degenerate case, in that a
singl e succession of the "marker RR' is all that is needed.

5.6. A special case where update ordering and datagram duplication
intersect is when an RR validly changes to sone new val ue and then
back to its previous value. Wthout a "marker RR' as descri bed
above, this sequence of updates can | eave the zone in an undefined
state if datagrans are duplicated.

5.7. To achieve an atonmic nmultitransaction "read-nodify-wite" cycle,
a requestor could first retrieve the SOA RR, and build an UPDATE
nmessage one of whose prerequisites was the old SOA RR. It would then
speci fy updates that would delete this SOA RR and add a new one with
an increnented SOA SERI AL, along with whatever actual prerequisites
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and updates were the object of the transaction. |f the transaction

succeeds, the requestor knows that the RRs being changed were not
otherwi se altered by any other requestor.

6 - Forwarding

When a zone sl ave forwards an UPDATE nmessage upward toward the zone's
primary master server, it nust allocate a new ID and prepare to enter
the role of "forwarding server," which is a requestor with respect to
the forward server.

6.1. The set of forward servers will be sanme as the set of servers
this zone slave would use as the source of AXFR or | XFR data. So,
whil e the original requestor nmight have used the zone's NS RRset to
locate its update server, a forwarder always forwards toward its
desi gnat ed zone master servers.

6.2. If the original requestor used TCP, then the TCP connection from

the requestor is still open and the forwarder nust use TCP to forward
the nessage. |If the original requestor used UDP, the forwarder may
use either UDP or TCP to forward the nessage, at the whimof the

i mpl emrent or .

6.3. It is reasonable for forward servers to be forwarders

t hensel ves, if the AXFR dependency graph being followed is a deep one
involving firewalls and nultiple connectivity realns. In npst cases
the AXFR dependency graph will be shallow and the forward server wll
be the primary master server.

6.4. The forwarder will not respond to its requestor until it
receives a response fromits forward server. UPDATE transactions
involving forwarders are therefore tine synchronized with respect to
the original requestor and the primary naster server.

6.5. Wien there are nultiple possible sources of AXFR data and
therefore nultiple possible forward servers, a forwarder will use the
sanme fallback strategy with respect to connectivity or timeout errors
that it would use when perform ng an AXFR. This is inplenentation
dependent .

6.6. Wien a forwarder receives a response froma forward server, it
copies this response into a new response nmessage, assigns its

requestor's ID to that nessage, and sends the response back to the
requestor.
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7 - Design, Inplenentation, Operation, and Protocol Notes

Sone of the principles which guided the design of this UPDATE
specification are as follows. Note that these are not part of the
formal specification and any di sagreenment between this section and
any other section of this docunent shoul d be resolved in favour of
the other section.

7.1. Using nmetaval ues for CLASS is possible only because all RRs in
the packet are assuned to be in the same zone, and CLASS is an
attribute of a zone rather than of an RRset. (It is for this reason
that the Zone Section is not optional.)

7.2. Since there are no data-present or data-absent errors possible
from processing the Update Section, any necessary data-present and
dat a- absent dependenci es should be specified in the Prerequisite
Secti on.

7.3. The Additional Data Section can be used to supply a server with
out of zone glue that will be needed in referrals. For exanple, if
adding a new NS RR to HOVE. VI X. COM speci fyi ng a nameserver called
NS. AU. OZ, the A RR for NS. AU. OZ can be included in the Additional
Data Section. Servers can use this information or ignore it, at the
discretion of the inplenentor. W discourage caching this
information for use in subsequent DNS responses.

7.4. The Additional Data Section might be used if sone of the RRs

| ater needed for Secure DNS Update are not actually zone updates, but
rather ancillary keys or signatures not intended to be stored in the
zone (as an update woul d be), yet necessary for validating the update
operati on.

7.5. It is expected that in the absence of Secure DNS Update, a
server will only accept updates if they come froma source address
that has been statically configured in the server's description of a
primary master zone. DHCP servers would be likely candidates for
inclusion in this statically configured |ist.

7.6. It is not possible to create a zone using this protocol, since
there is no provision for a slave server to be told who its master
servers are. It is expected that this protocol will be extended in
the future to cover this case. Therefore, at this tine, the addition
of SOA RRs is unsupported. For simlar reasons, deletion of SOA RRs
i s al so unsupported.
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7.7. The prerequisite for specifying that a nane own at | east one RR
differs semantically from QUERY, in that QUERY would return

<NOERROR, ANCOUNT=0> rat her than NXDOVAIN if queried for an RRset at
this nane, while UPDATE' s prerequisite condition [Section 2.4.4]

woul d NOT be satisfied.

7.8. It is possible for a UDP response to be lost in transit and for
a request to be retried due to a tineout condition. |In this case an
UPDATE that was successful the first tine it was received by the
primary master might ultimtely appear to have fail ed when the
response to a duplicate request is finally received by the requestor.
(This is because the original prerequisites may no | onger be
satisfied after the update has been applied.) For this reason,
requestors who require an accurate response code nmust use TCP.

7.9. Because a requestor who requires an accurate response code wl|l
initiate their UPDATE transaction using TCP, a forwarder who receives
a request via TCP nmust forward it using TCP.

7.10. Deferral of SOA SERI AL autoincrenents is nade possible so that
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serial nunbers can be conserved and w aparound at 2**32 can be nmde
an infrequent occurance. Visible (to DNS clients) SOA SERI ALs need
to differ if the zone differs. Note that the Authority Section SOA
in a QUERY response is a formof visibility, for the purposes of this
prerequisite.

7.11. A zone's SOA SERI AL shoul d never be set to zero (0) due to
interoperability problems with some ol der but widely installed

i npl enentations of DNS. Wen increnenting an SOA SERIAL, if the
result of the increnent is zero (0) (as will be true when w apping
around 2**32), it is necessary to increment it again or set it to one
(1). See [RFC1982] for nore detail on this subject.

7.12. Due to the TTL minimalization necessary when caching an RRset,
it is recoomended that all TTLs in an RRset be set to the sane val ue.
Wil e the DNS Message Format permits variant TTLs to exist in the
sane RRset, and this variance can exist inside a zone, such variance
wi Il have counterintuitive results and its use is discouraged.

7.13. Zone cut management presents some obscure corner cases to the
add and del ete operations in the Update Section. It is possible to
delete an NS RRas long as it is not the last NS RR at the root of a
zone. |If deleting all RRs froma nanme, SOA and NS RRs at the root of
a zone are unaffected. |If deleting RRsets, it is not possible to

del ete either SOA or NS RRsets at the top of a zone. An attenpt to
add an SOA will be treated as a replace operation if an SOA al ready
exists, or as a no-op if the SOA would be new.
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7.14. No semantic checking is required in the primary master server
when addi ng new RRs. Therefore a requestor can cause CNAMVE or NS or
any other kind of RRto be added even if their target name does not
exi st or does not have the proper RRsets to make the original RR
useful. Primary master servers that DO inplenent this kind of
checki ng shoul d take great care to avoid out-of-zone dependencies
(whose veracity cannot be authoritatively checked) and shoul d

impl ement all such checking during the prescan phase.

7.15. Nonterminal or wildcard CNAMEs are not well specified by
[ RFC1035] and their use will probably |ead to unpredictable results.
Their use is discouraged.

7.16. Enpty nontermnminals (nodes with children but no RRs of their
own) will cause <NOERROR, ANCOUNT=0> responses to be sent in response
to a query of any type for that nanme. There is no provision for
enpty terminal nodes -- so if all RRs of a terminal node are del eted,
the nane is no longer in use, and queries of any type for that nane
will result in an NXDOWAI N response.

7.17. In a deep AXFR dependency graph, it has not historically been
an error for slaves to depend nutually upon each other. This
configuration has been used to enable a zone to flow fromthe prinary
master to all slaves even though not all slaves have conti nuous
connectivity to the primary master. UPDATE s use of the AXFR
dependency graph for forwarding prohibits this kind of dependency

| oop, since UPDATE forwardi ng has no | oop detection anal agous to the
SOA SERI AL pretest used by AXFR

7.18. Previously existing nanes which are occluded by a new zone cut

are still considered part of the parent zone, for the purposes of
zone transfers, even though queries for such nanes will be referred
to the new subzone's servers. |f a zone cut is renpved, all parent

zone nanes that were occluded by it will again become visible to
queries. (This is a clarification of [RFCL034].)

7.19. If a server is authoritative for both a zone and its child,
then queries for names at the zone cut between themwill be answered
authoritatively using only data fromthe child zone. (This is a
clarification of [RFCL034].)
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7.20. Update ordering using the SOA RRis problenatic since there is
no way to know which of a zone's NS RRs represents the prinary
master, and the zone slaves can be out of date if their SOA REFRESH
timers have not el apsed since the last tine the zone was changed on
the primary master. W recommend that a zone needing ordered updates
use only servers which inplement NOTIFY (see [ RFC1996]) and | XFR (see
[ RFC1995]), and that a client receiving a prerequisite error while
attenpting an ordered update sinply retry after a random del ay peri od
to allow the zone to settle.

Security Considerations

8.1. In the absence of [RFC2137] or equivilent technol ogy, the
protocol described by this docunent nekes it possible for anyone who
can reach an authoritative name server to alter the contents of any
zones on that server. This is a serious increase in vulnerability
fromthe current technology. Therefore it is very strongly
recomrended that the protocols described in this docunent not be used
wi t hout [RFC2137] or other equivalently strong security neasures,
e.g. |Psec.

8.2. A denial of service attack can be |launched by floodi ng an update
forwarder with TCP sessions containing updates that the prinary
master server will ultimately refuse due to perm ssion problemns.

This arises due to the requirenent that an update forwarder receiving
a request via TCP use a synchronous TCP session for its forwarding
operation. The connection managenent nechani sns of [RFCL035 4. 2. 2]
are sufficient to prevent |arge scale damage from such an attack, but
not to prevent some queries from goi ng unanswered during the attack.
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